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Introduction

MarXtar Wake-On-WAN allows console operators to use Wake-On-LAN functionality even when devices are on
remote subnets by making use of the LANDesk managed devices to perform the Wake-On-LAN on the local
subnet. The result changes Wake-On-LAN (WoL) to Wake-On-WAN (WoW).

| Why Did We CreateWow?

Forl t€2y3 GAYS y2¢ [!b5Sa]1 dzaSNA KIFI@S Fal1SR GKS 1jdzSada
remote subnets?¢ @s Wol messages cannot traverse subnet boundaries unless subnet directed broadcasts are

enabled on the routers, the only way to do this has been through the use of Targeted Multicasting and the use

of a dummy package; however, Wol in distribution is designed to wake up systems, install, and then shutdown,

s0 this has not been ideal.

At MarXtar we recognize the benefits inherent in WoL especially for remote support or the remote startup of a
number of devices so we created WoW to make all this possible.

How Does WoW Work?

The concept is very simple and similar to the way that targeted multicast works.

When WoW is used to target a machine or a group of machines, the WoW service on the Core Server will
automatically query the inventory database to find other systems that are present on the target subnet. These
systems will be taken from the Targeted Multicast Representative list, the Preferred Package Server list, and
finally (if none is found suitable) listed in order of the latest inventory update so that we can identify the best
system to help us.

¢tKS KStLISN YIOKAYyS A& Ozyidl OGSR

| KS tabftiondzi A £ A & A
G§SOKy2t238 |yR AyailiNHzOGSR (2 aSyR 2

2] al 3A0 tI O ¢

¢CKAAa YStya GKIG GKS 22 FTOGA@GAGE Aa 201Kt G2 GKS G NE
software distribution capability to achieve it.

The status of the WoW activity is fed back to the LANDesk console plug-in so the activity and progress is visible
to the operator.

What is the Difference Between Lite and Professional Editions?

The Lite Edition is a free of charge utility that will allow on-demand Wake-Up of managed systems. The
Professional Edition allows for the scheduling of Wake-Up and Shutdown tasks as well as the ability to
sequence these with the launching of other LANDesk tasks e.g. Wake-Up machine, perform vulnerability scan,
shutdown machine.

Professional Edition is a low cost module licenses on an installed console basis.
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MarXtar Wake -On-WANI 3 UOOAI 2ANOEOAI A1 60O

The requirements for WoW to function are as follows:

1 LANDesk Server
0 V8.7 and v8.8 tested
0  WoW must be installed on the Core Server
1 Microsoft .NET Framework
o0 V2.0SP1is required on the core server and the management console system
A With 8.8 .Net 2.0 is a pre-requisite on these systems anyway
A Net2.0 SP1 redistributables are included in the download and installation and
account for the majority of the package size
1  Microsoft Client or Server Operating Systems
A LANDesk supported OS for Core Server and Consoles

lInstalling MarXtar Wake -On-7 ! . 'l |

J Installation Steps |

These installation steps will assume that .Net2.0 SP1 is already installed on the Core Server and the Console
system.

I Stage 1z Server Installation

Welcome to the Marxtar WakeOnWan Setup 7
wizard 0N

1. Extract your downloaded package to a location on

- g9 Maritar WakeDWan =l
your LANDesk® Core Server Instaling Martar WakeOnWan %
2. From your LANDesk® Core Server desktop (not e ———
recommended to install via Terminal services) T G = -
Installation Complete r
launch Setup.exe — gs
3. Itisrecommended that all default settings are e e

Cick 'Coos' to sl

accepted in the installation wizard
4. The installation should take no more than a few seconds as it extracts
the files and configures the web services. "
5. 2 KSY FAYAaAKSR: OfA01 W t2aSQ G2 O2YLX

NET Framewot.
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I Stage 27 Installing the Console Plug-in

The Server Installation places the console plug-in installation files
in a subdirectory of the web services example:
c:\inetpub\wwwroot\remoteservice\consoleinstall

By default this location is not shared, so either share out this
location or place the installation files in an accessible location.

1. On the system with the LANDesk Management
Console, make sure to close the console before
launching setup.exe

2. Launch setup.exe

& C:\Inetpub’wwwroot'RemoteService' ConsoleInstall

Fle Edit Yew Favorites Took Help

@Back - ) - (¥ | Osearch [ Folders | [ 3 X )| (-

Address [[5) < \inetpublymmrootiRemoteService|Consalelnstall

Name = | SIZEI Type | Date Modified

Li'fDﬂtNEtFX File Folder #5/07/2008 00:22
1) WindowsInstaller3_1 File Faolder 25/07/2008 00:23
ﬁ!CunsulsPlug\HSBtup.msl 423 KB Windows Installer P...  23/07/2008 23:47
;‘jsatup.exa 485 KB Application 23/07[2008 23:47

Welcome fo the Marxtar WakeOnWan
Console-Flugin Setup Wizard

The ol vl e o egh e s e o ko Mgl
s compudes

Selact Installation Folder g
.

The staer

“To etalin i udr, ik Ve, Taial 1o v ok, anfer bk cr k. Do
WARNING: Tiscorpuesprossm s pscted by copyight

Lindbarizod iphclers ot ceuion o s e, o ey ot

o v b, b posrcbe i e g il ki

[F oo e LA eF gt

P— 1
P kot Eomee-Pg

3. When installing, verify the installation directory is the ot |
ekl Wisdn '/ D i an Comsces Phugin boe pouasell. ot fer
same as the installation directory used for the LANDesk Management W e
Console e |

4. Accept all other defaults

5. 2KSy FAYAaKSRE OtAO0] W t2a8Q G2 SEAG omomee

A z AN 7

JIEE | - |

Important Note : A console is not installed by default on the Core Server because in the licesrstohvits

use will consume a console license. Only install a console on the Core Server if you plan to use the console on

the server for scheduling Wak&p orShutDown activities.

I Stage 3- Licensing MarXtar Wake-On-7 ! . 'l

By default, WoW is installed as the full function Professional Edition for 30 days after which it will revert to the

standard functionality of the Lite version.

In order to license WoW, a license key must be purchased from MarXtar and applied through any installed

MarXtar console.

-+ MarXtar - Wake on WAN Pro (Expires in 26 days

_EJ Skart l;r_;] Schedule wakelUp Ej] Schedule Shutdown [ Change Target }':gOptinns : Upgrade to Full ¥erzion

2. A zenal number wall be emailed to pou,

1. Wizt vy Mac<tar.com to purchase Wake on Wik

3. Enter the sernial number below and click Activate.

Licenze Count: Unlimited Expire Date: 1041 2/2008

Device Mame | Status | Subret | WL HE:BE_;
HPMARRTAR Mone 192.168.000.001

q
Subnet 5

Mar%/tar !

fictivate |

Cloze |

WoW is licensed by installed console and will prevent the launch of new consoles once the license limit is

reached.
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I Using MarXtar Wake-On-7 !

'l

MarXtar WoW can be used to wake up single machines or multiple systems as can be seen in the screenshots.

9 CORE (eare)

Device name [ Type

[ 08 Mame.

= [ Devices

| - B Mydevices
EY Public device:
B Aldevices

Y Userdeviess

L

P core G 21T
@ visTamaRxTaR | Inventory...
g KRMARXTAR Inventory Histary...

XPMARXTAR2
Queries 9 XPMARXTAR3
9 xPMARNTARY

Wake Up

SHUE Do
Rtk
Inventory Scan

B

Configuration

—

Frovisioning history

»

Remote Control

Manage Yariables

Micmsoft Windows

 indows
ft indows

ot Windows
ft Windows

Stheduled Tasks and Polices. ..

FEexsacaedm

| Scheduled basks Nome

dd o new group.

&B My kasks ‘VﬂMy tasks Add to existing aroup. ..

£ Comman tasks [ Common tasks DR B

(5 alvasks (S tasks Run Inventory Report.

(8 A0 polcies 25 4l policies —
PR user tasks PR User tasks

[J CORE [core)
|f_| [,:) Devices

b CH My devices
- E;g Public: device:
- [ Al devices
ﬂ-g User devices
. § Queries
m Canfiguration

JE— |

Device name | Type | 05 Name
J CORE Server 2003 Microsaft 4
-@ VISTAMARRTAR Wista Workstation Microsaft
Q XPMARXTAR XP Wwlorkstation Microsaft '

Inventory Scan

Add o new group, ..
Add to existing group, ..

Run Inventory Report., ..

Update sgent Watcher settings..,

FldBXxMaea@d d

4 Scheduled tasks
|- My tasks

Nlame
U My tasks

Security and Patch Informatiof. ..
SecuritylCompliance seam now., .

F T

For the task to work, a managed device needs to be active on the remote network

B Ad-Hoc WakeUp

To simply wake-up target systems prior to performing an activity, click the Start button in the main window to

begin the process.

# MarXtar - Wake on WAN Pro i . J_l- jm| .’5]
Start i Schedule WakeUp I Schedule Shutdown [ Change Target i Options
Device Name I Status ] Subnet ] ‘WOL Rep l
WVISTAMARXTAR Pinging Device:6 times 192.168.000.001 CORE
XKPMARXTAR Computer Online 192.168.000.001 CORE
| Name | Status I
WVISTAMARXTAR Offline
KPMARXTAR Offline
CORE Online

Mlarx ?E" For more products, free tools and to sign up for our newsletter visit MarxXtar.com

The Wol utility is copied down to the remote device acting as the representative. Status will be shown
throughout the process and devices will be pinged to indicate when the device is online with an active network

connection.

Important Note : It is assumed that devices che pinged to verify their presence. If firewalls are in place
then no response will be received to the ping unless exceptions are in place.

B Scheduling WoW Activities

With the Professional Edition, an operator may now schedule the activity to take place at a specific time, or
perform a more complex activity including the launching of a LANDesk scheduled task as part of the Wake-

Up/Shutdown procedure.
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Schedule Shutdown

-+ MarXtar - Wake on WAN Pro

=l start B Schedule WakeUp B Schedule Shutdawen | Change Targst 54 Options & Change Product K

Device Name : =
EMARTAR Schedulebialog i ] 5|

Task Name: ( 1
[Mew wake-Orw/AN Task - Shutdown =

W Start Date Start Tirme

| 1441172008 *| 141108 =
[~ Repeat eveny: I vI

Shutdown Dptions

It Hibernate Dizabled
" Do Mothing

" Shutdown [~ | Farce running applizations to close

Mar Suspend W Canabort

—————| Hibemate Countdown [in secs] IBDD 3:

Meszage: IAS part of company palicy your machine is being powered down

utdawin

oK | Cancel |

When scheduling a Shutdown, the following options are available:

Name of Shutdown Task
a. Thisis the name that the shutdown task will be given within LANDesk
The scheduled date, time, and repeat frequency of the task
a. Useful for implementing power down policies
Shutdown Options
a. WoW also supports Hibernation and Suspend/Standby
i. Hibernation is a powerful alternative to Shutdown as in most cases, full power off
saves a negligible amount of power over that of hibernation and hibernation does
not affect open applications and documents
b. If required, the user can be sent a message and given the option to cancel the Shutdown if the
systemis in use
Alternate Action
a. Since Hibernation is a configurable option, WoW will detect if it is unable to hibernate and
will instead perform your secondary option

Copyright MarXtar Ltd 2068009
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Scheduling Wake-Up

SchedulebDialog ScheduleDialog M )i ScheduleDialog o ] 3
Task Name: Task Mame: Task Mame:
|New W ake-Onwial Task - Wakeup |New Wiake-OnwaN Task - Wakeup |New Wake-OnWAaN Task -Wakeup
Start Date Start Time Start Date Start Time Start Date Start Time:
[14:112008 =l 142248 = [1411/2008 x| 142242 = [14/11/2008 = 142248 E
I Repeat every: I 'I [~ Repeat every vl ™ Repeat evenr I -
Timeout II]I]'I]E'I]D == minutes Timeout: {00:05.00 == minutes Timeout: IDD:DS:DU = minutes
I K T Stutdown aftertask [T Broadeast ¥ RunTask [ Shutdown aftertask [ Broadeast ¥ AunTask ¥ 5 k1 [~ Broadcast
inventoyscanner - inventangscanner
LI | - PSM Client
ing Machines -+ Rebuild Training Machines
i Some Yulnerabilities - Repair Some Wulnerabilities
Update Active Directory information - 5LM Update Active Directary infarmation
—Shutdown Options
0K | Cancel . . IF Hibermate Disabled
& Shutd
uidown [~ Forcs running applications to close & Do Nothing
" Suspend [ Can Abort € Suspend
When scheduling a Wake-Up activity a number of options are € Hibemste  Countdomninsess) [0 =] € Slutdown
H Message:
available. |
0K Cancel |
If only a Wake-Up is required, then this can be scheduled as shown in

the first screenshot.

If it is required that machines run a task after Wake-Up, then an existing task present within LANDesk may be
used as a template for this activity. It isimportant to note that WoW will not actually use this task, only its
settings in order to create a new temporary task.

If it is required that a machine be shut down after a task, then shutdown options may also be selected in order
to complete a full task sequence.

I Additional Options and Information

This section discusses the additional options available within the WoW solution.

| How WoWw handles Scheduled Tasks

When scheduling activities, WoW will create its own scheduled task and target the appropriate devices. When
a task also uses another LANDesk task as part of the sequence, WoW creates a temporary duplicate of that

task prefixed by tmp_ to instruct LANDesk to run the task and is therefore capable of running any scheduled
task (push highly recommended).

In order to avoid cluttering the Scheduled task window, WoW will perform housekeeping and delete the

temporary task after it is finished. All result data is copied back to the WoW task to ensure visibility in case of
error.

The sequence is as follows:

1. Create WoW task and add all targeted systems

2. Create temporary task and add systems that have successfully been detected as awake within timeout
period

Copyright MarXtar Ltd 2068009
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3. After completion copy results to appropriate systems in WoW task and delete temporary task
4. Perform Shutdown task if applicable

B50Eic OEA O" O ARAAOGOSE I POEIT O

¢KSNBE INB Gg2 LI I O0Sa ¢KSNSerrmem S LiEixO0 G SF
Scheduled Wake-Up and within the Options window. Task Name:

INew wake-OnMwaM Task - wWakeup

In normal scenarios this will not be necessary; however in Start Date Start Time
. . . 1441142008 = 14:43:39 =
certain circumstances this may be useful. ! =l =

™ Fepeat even: I vl
Timeout: IDD:DS:DD == minutes

" RunTask I~/ Shutdown after task v B

A normal scenario will mean that the target system is still on
the same subnet as it was when it was previously switched
on and a normal WoW message will work. In some cases
where VLANSs are in use, it is possible for a machine to be
moved from its original subnet to another one after it has been shutdown. The result of this is that a normal
subnet broadcast will not find the machine because it is located elsewhere on the logical network.

oK | Cancel

Using the Broadcast option changes the WolL message from being targeted to the subnet e.g. 192.168.1.255 to
the general broadcast of 255.255.255.255. In this case the WolL message will find the machine wherever it is
providing the Switch will pass this broadcast to all VLANSs.

B Using Charge Target
{AYyOS AlG AayQl Iy 2LWGA2y F2NJ 222 G2 oS

jaunched by right-clicking a Query or a device

Group, the option to Change Targets was | start & Schedule Wakep B Schedule Shutdown [ Change Targa};\.jig Options & Chal
added to the WoW console to allow a Query Device Name | Status [ Sulgpt
YVISTAMARRXTAR Mone 1532.168.000.001

or Device group be selected that way instead.

SelectTargets

This will replace any selected device with the
contents of the selected Query of Group.

P

Public quenez
FSM Client - Mot Detected
lUpdate LANDesk Agent
.- PSM Client Data E sists

b

Itis also useful to know that once a Scheduled
Task is created, normal LANDesk targeting
functions, therefore if you wish your target list to be a re-evaluating query then simply add the query into the
task directly.
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I Using the Options Window for Debugging

If required, WoW can create a log file

[ Marktar - Wake on WANPro————— =
tO a||0W V|S|b|l|ty Of the process Of any &l gtart & Schedule wakelp B Schedule Shutdown [ ) Change Target 4 Optioris i % Change Product Key —
Device Name | Status | Subnet L\; | ‘WOL Rep |
ad-hoc or scheduled task. SPMARCTAR Nore 152 168 000 001
H

As can be seen in the screenshot, all . it Debuglog | _Vewloq | Cesrlag
stages including result data from the 3 s
launch of the utilities on the client can 14/11/2008 14.3221: Frocessing computer APMARRTAR

14/11/200814:32.21: Computer=PMARXTAR - Status\Working - ResultMot_S pecified

1 H H 1 14/11/2008 14:32.21: W akeup request

be VIeWEd to aSSISt in trou bl eShOOtI ng . 14/11/2008 14:32.21: Computer XPMARXTAR - StatusWaorking - ResultNot_S pecifisd

14/11/2008 14:32:22: 192.168.0.103.CORE - 0 executed CAPROGRAM

[~ Broadcast FILES,LANDESKALDCLIENTADATAYWOLCMD. exe 000C291FEF3D 192.168.0.164 265.255.255.0
- EwitCode:0 - Dutputlwake On Lan signal sent to Mac Addiess 000C291FEF3D0via Broadcast
Address 192.168.0.255 on port 71 - Status:Fequest was successfully completed.
14/11/2008 14:32.22: Computer<PMARXTAR - Status\Warking -
Srikmet _—

Resul:Task has been launched on client

ll Removing Unused Console License Records

As WoW is licensed by installed console, the system records the devices that have launched and used the
Console Plug-In. Should the license limit be reached, either purchase more licenses or delete any devices that

no longer need to use the console plug-in.

To delete consoles, launch the browser on the LANDesk Core Server as shown in the screenshot:

ﬂ'.; Servicel Web Service - Windows Internet Explorer

@_@ - |g http: fflocalhost fremoteservicefservice, asmix

File Edit Wew Favorites Tools Help

* 4ke fé Servicel Web Service

The following cperations are supported. For a formal definition,

s PutFile

» RemoteExecute
* RemoveConsole

* ResetConnectedConsoles

* ShowConnectedConsoles

This page can only be reached from the Core Server.

Either delete all registered consoles by selecting
wwSaSi/2yySOGSR/ 2yaz2ftSaQ yR é
YwSY2@S/ 2yaz2tS8Q FyR GeLIS Ay (K
FYyR Of A0l WLYy@21So®

S

¢

If you are not sure which consoles have been using WoW, then

OK22aS8S W{K2¢/ 2yySOlSR/ 2yaz2tsSaqQ Gz
listed.

Important Note : The sharing of a single console installed on the core Server through the use of a mechanism
such as Terminal Services is a breach of the licensing agreerhreatterminal Services environment (or
similar) a license must be purchased for each operator granted access to the shared LANDesk Console.
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|Suggested Uses

I Schedule Outof-Hours Tasks

Schedule Wake-Ups during evening or weekend hours to deliver services without disrupting the working day.
Shut down cleanly afterwards.

I Shutdown Systemsto Conserve Energy

Conserve energy and reduce environmental impact by placing systems into a low power mode during non-
working hours. Unlike standard LANDesk Power Management, MarXtar Wake-On-2 | b u

ddzLILI2 NI & 2 LJGA 2
such as Hibernation or Standby when used by scheduled tasks.

IWake up Individual Systems for Sipport

When needing to resolve an issue where the user is away and the machine is powered off. WoW can be used to

remotely wake up the system so that it can be remote controlled by the authorized operator rather than having
to wait for the user to return.

IWake Up Devices in Remote Lab

With the ability to target groups of systems, WoW allows an operator to remotely boot systems ready for
configuration such as to prepare a remote training lab.
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Support for MarXtar Wake -On-7 | . Il

MarXtar Wake-On-WANx Lite Edition is provided free of charge and comes as-is with no expressed warranty or
support. We obviously want this to work and be well received so please do email us with questions or issues at
support@marxtar.com and we will do our best to respond and provide version updates if they are necessary.

MarXtarWake-On2 | bu t NBEFSaaAizylf 9RAGAZ2Y 02YSa gAGK GKNBS
date of purchase and will entitle users to any new version of the software released during this time.

Thanks for trying MarXtar Wake-On-WANx  LJ S+ aS NBIAAGSNI F2NJ 2dzNJ ySgaft Sii

with version updates and other great new products as we release them.

Thanks,

The MarXtar Universe Team
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